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Background Paper
Overview

There have been an astonishing number of identity theft attacks and threats to personal
identifying information in recent years, and the problem is becoming more pervasive and
complex. The California Attorney General’s website defines identity theft as the act of,
“someone taking personal information like your name, Social Security number, or financial
account number and using it for an unlawful purpose.”? This definition may seem simple but it
represents a nuanced crime that has evolved drastically in recent years, forcing public and private
entities to evolve with it.

Each year, identity theft and fraud impact a large number of adults living in America. A 2014
study calculated that approximately one person fell victim to identity theft every 2.5 seconds in
the United States. This translated to over 1.5 million Californians impacted that year alone. In
2019, there were 1.72 million reports of identity fraud nationwide, which rose to 2.18 million
reports in 2020.2 Along with the increase in identity theft reports, the number of data breaches

! California Attorney General’s Office Website
https://oag.ca.gov/idtheft#:~:text=ldentity%20theft%20is%20someone%20taking,it%20for%20an%20unl
awful%20purpose.&text=1n%20California%2C%?20all%20forms%200f,things%20in%20a%20victim's%2
Oname

2 Katherine, Skiba, “Pandemic Proves to Be Fertile Ground for Identity Thieve,” AARP, February 5, 2021,
https://www.aarp.org/money/scams-fraud/info-2021/ftc-fraud-report-identity-theft-pandemic.html.



https://oag.ca.gov/idtheft#:~:text=Identity%20theft%20is%20someone%20taking,it%20for%20an%20unlawful%20purpose.&text=In%20California%2C%20all%20forms%20of,things%20in%20a%20victim's%20name
https://oag.ca.gov/idtheft#:~:text=Identity%20theft%20is%20someone%20taking,it%20for%20an%20unlawful%20purpose.&text=In%20California%2C%20all%20forms%20of,things%20in%20a%20victim's%20name
https://oag.ca.gov/idtheft#:~:text=Identity%20theft%20is%20someone%20taking,it%20for%20an%20unlawful%20purpose.&text=In%20California%2C%20all%20forms%20of,things%20in%20a%20victim's%20name
https://www.aarp.org/money/scams-fraud/info-2021/ftc-fraud-report-identity-theft-pandemic.html
https://www.aarp.org/money/scams-fraud/info-2021/ftc-fraud-report-identity-theft-pandemic.html
https://oag.ca.gov/idtheft#:~:text=Identity%20theft%20is%20someone%20taking,it%20for%20an%20unl

also rose. No stranger to personal identification fraud, California has the third highest rate of
identity thefts per 100k population in the country with credit card fraud being the most common
form. In 2019, just over 100,000 Californians reported identity theft,* and in 2020 this number
rose to 147,000.°

Trends in ldentity Theft

Identity theft presents a fast-growing criminal market and has evolved drastically over time.
Originally, identity theft and fraud was commonly seen as a physical crime, whereas in recent
years it has grown more organized, discrete, and virtual.> The Federal Trade Commission (FTC)
classifies identity theft incidents into several different categories: credit card fraud, loan or lease
fraud, phone or utilities fraud, bank fraud, employment or tax-related fraud, government
documents or benefits fraud, and other identity theft. According to the FTC, the most commonly
reported form of identity theft in 2020 were facilitated through impostor scams, which frequently
involves criminals posing as others to get money or information from victims.

The COVID-19 pandemic led to a shift in consumer behavior and changed the identity theft
criminal market. During this time, consumers stayed at home and relied more on online
streaming, shopping, and entertainment sources. Paige Shaffer, the CEO of Global Identity &
Cyber Protection said, “The culture of fraud is clearly shifting. The pandemic has created so
many more points of vulnerability for families and businesses. Whether its payment products
meant to enhance convenience, remote operations, additional logins or even simply more time
online, there is more opportunity now than ever for compromise.”” As Americans increasingly
relied on the internet they became more susceptible to growing online schemes, indicating the
need for increased awareness of how to avoid falling victim to these traps.

Who Does Identity Theft Impact?

Identity theft is often referred to as a crime that does not discriminate, as it can impact anybody
with identifying information, yet it is still important to understand who fraud affects and how that
impact differs. According to the FTC, younger people tend to report losing money to identity
theft at higher rates but individuals over the age of 70 report median losses that are much higher.®
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The average loss for those under 60 is $300, while it is over $1,100 for those over 60.° The most
common victims of identity theft are women across race, age, education, and income groups, with
married women being the most common victims.® Marital status of victims is significant, as a
breach of identifying information can impact a spouse or children.

The Cost of Identity Theft and Fraud

The cost of identity theft and fraud are staggering to individuals, private entities, and the
government. While state-specific data from recent years is difficult to find, Attorney General
Rob Bonta reports that identity theft cost California victims and businesses $18 million in 2013
and $16 million in 2014.1* A recent study by Javelin Strategy & Research found that identity
theft cost Americans a total of approximately $56 billion in 2021, with roughly 49 million
consumers falling victim. Forty-three billion of the losses resulted from identity theft scams
where criminals interact directly with consumers to steal their information through robocalls,
phishing emails, and similar means. The other $13 billion in losses were due to what the report
called “traditional identity fraud,” where cybercriminals steal personally identifiable information
and use it for their own gain.*? Further, the impact of identity theft is not lost on families. Over
1.3 million children fall victim to identity theft each year and studies show that 50% of the
impacted children are ages 6 or younger.!® Families are expected to pay $540 million to account
for fraud damage from scammed children alone.*

Considerations for State Government

State governments have long played a role in legislating privacy. According to the National
Conference of State Legislatures 2021 report on consumer data protection legislation, states are
increasingly taking a more active role in promoting personal privacy safety legislation. In 2021,
38 states introduced over 160 bills related to privacy protections, compared to 30 states in 2020
and 25 in 2019. Of the introduced bills, comprehensive privacy legislation was the most
common with twenty-five states introducing comprehensive privacy legislation and 13
successfully enacted this legislation. The bills ranged in issue areas from facial recognition
software to consumer genetic information to information brokers.*®
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